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Abstract

A web-baseddispatchingsystemfor autonomousmobile
servicerobots is presented. The systemis composedof
anextensiblenumberof physicalandsoftwarecomponents.
They representandcontrol objectslike robots,doors,cam-
erasandelevatorsor softwarecomponentslike a job sched-
uler anda databasemanager. Componentscommunicatevia
radio link and Ethernet. Autonomouslyoperatingcompo-
nentsandadditionalsecurityfeaturesresultin anadaptable,
highly available,multi user/multiservicesystem.In contrast
to otherweb-basedsystemsthemobile robotsact really au-
tonomouslyandarenot teleoperatedby users.

1 Intr oduction

RoboDis is the first web-baseddispatchingsystemfor
multipleautonomousservicerobotsexecutingtransportjobs.
SinceJ.Engelberger1993presentedthefirst commercialser-
vice robot HelpMate[?], suchrobotsgainedincreasingin-
terest.Meanwhilethereis a numberof differentrobotplat-
forms available. The transportjobs for theseplatformsare
eitherentereddirectly at the robot via a small keyboardor
touchscreenor they arefirmly pre-programmed.With such
an approacha flexible anduniversalaccessto the robotsis
not possible.

Somesystemsoffer awebinterfaceto theuserlike [?], to
teleoperatetherobots.While thisis abig improvementin the
userinterface,thesesystemswerenotdesignedto extensibly
integratea largenumberof really autonomousrobotswhich
arenot teleoperated.To constructaflexible andglobaltrans-
portservicewith robots,therobotshaveto beintegratedasa
moduleinto anentiremanagementsystemfor buildings.

The managementsystemfor buildings is composedof
severaldifferentcomponents.Thesearecorridors,fire doors,
elevators,robotsand observation cameras,i.e. all sensors
andactuatorsthatareavailablein thebuilding aswell asthe
differentusers.Both,sensorsandactuatorsandall usersare
connectedvia intranet/internet.Partsof thenetwork arere-
alized as radio links, e. g. radio Ethernet. A web inter-
faceallow usersto entertransportjobswhich arestoredin a
database.

Themaincharacteristicsof RoboDisare:

� Autonomouslyoperatingcomponents:componentsde-
cide on their own, i.e. the control logic for decision
makingis implementedlocally on thecomponent.

� Decentralsystemorganisation:functionality andcon-
trol is distributedamongcomponents.

� Web-baseduserinterface: servicerequestscanbe en-
teredatany placeandtimewherewebaccessis offered.

A centralizedstructureof non-autonomousunits is inad-
equatefor anadaptablesystembecausethecomplexity of a
building with its many different items leadsto a complex-
ity of the total systemthat is not desirable.A centralcon-
trol componentwould easily becomea bottle neck for the
informationflow in thewholesystem.It wouldalsobediffi-
cult toextendsuchasystembyplugging-innew components.
Thereforetheautonomousapproachhasbeenselected.

Thedispatchingsystemfor multiple autonomousservice
robotsintroducedhereis client-serverbased.Transportjobs
for the servicerobotscan be enteredby meansof a stan-
dard WWW client suchas NetscapeNavigator or Internet
Explorer. In our systemmorepretentiousrequirementsare
madefor the term service, i.e. the total systemmust be
highly available,userfriendly, safeandtransparent.Trans-
parency means,a simpleview of the systemis given to the
user: a specificlist of transportjobs is definedby the user
andexecutedin time. Systemcomplexity, e.g. specifying
which robotandhow a robotexecutesa job, is hiddenfrom
theuser. 1

In order to implementsucha universaldispatchingsys-
tem, two problemshave to be solved. The vehiclerouting
problem,i.e. thedifferenttransportjobsshouldbeoptimally
distributedamongthe different robotsin real-timeand the
reliability of the system. Among reliability the following
serviceandsafetyaspectsaresummarized:

� High availability of the system:Thesystemshouldbe
atdisposal24 hoursa dayto all users.

1The dispatching system can be tested under URL http://lamu.-
gmd.de:8080/.Unregisteredusersmay entertransportjobs using the ac-
countguestwith password guest. However thesearenot executedby the
robots. Sinceorginal server qingdaowasstolenon 10.06.1999someser-
vicesarerestricted.Sinceall loging informationsarelost too,theonly thing
wecansayis thattheuptimeof thewebserver was5 monthwith oneshort
rebootto integratednew hardware.
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� Authentificationof theusers:Theuserwhochargesthe
systemwith a transportjob, mustbe uniquelyidentifi-
able.180computersin our officesareconnectedto the
system.

� Privacy: Encryptionof the transportjobs. Usersmay
accessonly thejobschargedby themselves.

� Integrity of the transportjobs: The web server hasto
receive thejobsexactlyasthey weresentby theuser.

� Systemadministration:a large systemwith numerous
robotsmustsupporttreatmentof unforeseensituations
andovercomingsystemerrors.

This paperintroducesthe systemand describesthe as-
pectsof reliability. The vehicle routing problem will be
treatedin anotherpaper. Section2 givesanoverview of the
physicalcomponentsof the system. Section3 presentsas-
pectsof theimplementationto achievetheabovegoals.Sec-
tion 4 summarizestheadvancesof thesystem.

2 Systemelements

Fig. 1 illustratesphysical and software componentsof
the system.Themissionserver fetchesunfinishedjobsand
schedulesthemfor executionby somerobot dependingon
the availability, the positionof the robot andon the execu-
tion time window of the job definedby the user. The radio
server connectsthe othersystemcomponentsthroughradio
links, e.g. it transmitsjobs to the robots,informs the mis-
sion server aboutrobot positionsandnotifies the door and
elevatorserver aboutthestateof eachdoorandelevator re-
spectively. Thedoorserverstoresthestateof eachdoorand
decideswhen to changeit, i.e. when to open/closedoors.
Theelevatorserver similarly operatesfor theelevators,e.g.
whenarobotrequestsanelevator, theserverdecideswhether
this is in conflict with humantransportationrequirementsof
theelevatorandeventuallyservestherobot.

While eachrobot forms a control unit of its own, other
control units like the elevatorserver supportmorethanone
physicalcomponent.This reducescomplexity by reducing
thenumberof systemcomponents.In a systemwith a larger
numberof physicalcomponents,severalserver instancescan
run parallelly, e.g. oneelevatorserver for eachbuilding. A
clusterstructurecanbeusedfor theparallelserversto keep
communicationrequirementslow.

2.1 Ar eaof operation

The ARIADNE robot dispatchingsystemconsistsof in-
dependentlyoperatingindoor servicerobots. Each robot
movesalongplain floors,carryingitemsor executingobser-
vationorders.An exampleoperationalareafor thedispatch-
ing systemis a customerservicesystemin a hotel. Cus-
tomersenter delivery ordersthrough in-room PC/TV sets
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Figure1: Systemstructureoverview

while the servicerobotscollect the desireditems. Another
exampleis a patientcaresystemin a hospitalwhererobots
deliver documentsto physicians,medicineand food to pa-
tientsor guidepatientsfrom onestationto another. Other
areasaremail delivery, plantnursery, building surveillance,
nuclearpowerplantsetc.

Of course,someof thesesystemscould also be built
with fixedtransportationtracksbut a systemof autonomous
robotsis muchmoreflexible an canbe adaptedto different
buildings,cargosizesandotherchangesin theenvironment.

2.2 Service robot team- ARIADNE

EachARIADNE servicerobotis capableof unguidedcol-
lision free navigation andexplorationof unknown building
structuresat a single level. In known areas,the robotscan
usedoorsandelevatorsby radiocontrolandmoveatseveral
levels.Therobotdeterminesadoorpositionfrom amap,ap-
proachesthedoorandsendsanopen-doorcommand.When
therobotdetectstheopeningby its lasersensor, it passesthe
door.

Besidesnavigatingautonomously[?] therobotscanalso
navigate along a marked optical line. The optical line is
mainlyusedfor highprecisionmaneuverslikedockingat the
automaticbatterychargeror passingthrougha very narrow
door. Thesystemcanswitchautomaticallyfromautonomous
to guidednavigation.

The ARIADNE team consistsof three mobile robots
(Fig. 2): Odysseus,Marvin, andThor. Eachis about80 cm
! 60 cm large and90 cm high. The mobile platform can
carrya payloadof 200kg at speedsof up to 0.8 m/s (about
half the speedof a pedestrian).The right and left driving
wheelsare mountedon a suspensionon the centerline of
the mobile platform. Passive castorson eachcornerof the
chassisensurestability.

The coreof every robot is a PentiumPC 166MHz with
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Figure 2: The ARIADNE-team: Odysseus,Marvin, and
Thor executingserviceorders.Eachrobot is equippedwith
four drawers,two oneachside

Figure3: Batteryrefill station

16 MB RAM running underreal-timeLinux. Two micro-
controllersare used. One controlsthe internal states,dis-
play, keyboard,andradio link of the robot. The otherone
managesthemotorsandtheopticalline-tracking.Eachplat-
form is riggedwith two laserscanners,oneon thefront and
the otheron the rearof the robot. Eachlaserscans180" of
the environmentin front of it every 80 ms. The processing
time for a completescanof 361 distancevaluesis 170 ms
yielding6 scanspersecond[?].

Eachof the250kg robotscanoperatefor about8 hourson
onebatterycharge.Whenthepowerdrains,therobotvisitsa
powerstation,connectsitself to it andrechargeshisbatteries
(Fig. 3). Themissionserverwill beinformedaboutthetime
periodfor which the robot is unavailableandanotherrobot
takesover.

2.3 The building

The robotscurrentlymove in the GMD-ROBOBENCH,
an H-shapedbuilding of about 800 m2. The building is
departedinto 84 office rooms and 15 corridors on 3 lev-
els reachablethroughelevators. All elevatorsand17 doors
canbeautomaticallycontrolledby every robot. Office room
doorscanbeopenedby humansonly. Webcamerasonsome
floorsallow liveobservationof robotactions.

A floor plan of the building is shown in the internet. It
wascopiedfrom theconstructionplansof thebuilding. Dur-
ing execution,the robotsneedto have a mapof the build-
ing togetherwith someadditionaldatabaseinformatione.g.
telephonelists which is linked to themap. Themapis rep-
resentedasa topologicalmapin a graphlike structurewith
additionalgeometricinformations.During initialization, the
robot canconstructa floor plan by travelling througheach
floor andtrackingcoordinates.Thelink to thetelephonelist
andthecodesfor openingdoorsandselectingelevatorshave
to be given by an expert. In the future, a camera-equipped
robotwill readthesignona doorusingOCRwhenreaching
anoffice. This enablesthe robotsto build a databaseof of-
ficeswith coordinatesandnamesof thepersonsworking in
theofficesby themselves.

3 Service and reliability aspects

Each systemunit operatesautonomously. There is no
centralcomponentof control. Eachunit collects the nec-
essaryinformation to do its job on its own. For example,
a robot requestsan orderfrom the vehiclerouting program
(Fig. 4). Theschedulerconsidersthe robotpositionandthe
list of transportjobs andsendsthe mostappropriatejob to
the robot. The robot is responsiblefor all detailsof job ex-
ecutionandat the endnotifiesthe schedulerthat the job is
eithercompletedor failed.

3.1 High availability

A user enters transport jobs through a web interface
(Fig. 5). Among other things, redundancy provides high
availability. SeveralPCscanbeusedasa hardwareplatform
for the web server. Here,standardPCswith the Linux op-
eratingsystem(v. 2.0.35)andApachewebserver (v. 1.3.4)
havebeenselected.

Linux providesafastandreliabledisksystemby support-
ing softwareRAID [?]. RAID level 5 allows the systemto
continueanoperationevenif oneof its harddisk fails. The
databaseensuresthe integrity of the transportjobs with its
atomictransactions:eachjob is eitherstoredcompletelyor
not at all. Even in caseof a failure thereis no in-between
statewith corrupteddata.

TheApacheserveraswell asthestatelessHTTP-protocol
increasetheavailability becauseinquiriesareforkedto inde-
pendentchild processes.If oneof thesechild processesdies,
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Figure4: List of scheduledjobs

thetotal systemis not endangered.A furtheraspectfor high
availability is theinformationthroughput,whichamountsup
to 1000inquiriesperminutefor thecurrentimplementation.
The Apacheserver is world-wide the most frequentlyused
web server. In particularthe sourcecodeis available and
thereforeits bugsarewell-known anddocumented.

Softwarecomponentsof thebuilding managementsystem
are implementedasCGI scripts[?], [?]. This additionally
increasesthe service.Soon theonehand,data(jobs, robot
positions,statesof doorsandelevatorsetc.) canbe stored
in andqueriedfrom a database.Detaileddebuggingproto-
cols canbe createdfrom the databaseif necessary. On the
otherhanda modularsystemis achieved,which canbe ex-
tendedde-centrally. Furthercomponentsareeasilyaddedby
implementingnew CGI scripts(add-ons).

3.2 Authentification of the user

Usernameandpassword arerequiredfor authentification
to the system.A user, who placesa transportjob, mustbe
identifiabledefinitely by the system.Informationaboutthe
stateof the transportjob is accessibleonly for the system
administratorandfor theuserwho placedthe job. Theuser
is responsiblefor thecorrectnessof thejob.

Thewebserverrequestsusernameandpasswordfrom the
client’s browser. Thenameis storedin thedatabasein con-
junctionwith thejob andis checkedfor every furtheraccess
to thedatabase.

Passwords are storedencryptedin the usual password
files. Passwordshave to beselectedcarefully, sincethey are
crucial for security. Therefore,whenthe administratorcre-
atesa passwordsor a userchangesit, thesystemprescribes
aminimumlengthandforbidswordsfrom adictionary. Fur-
thermorethesystemadministratoris informedautomatically,
if morethanfive attemptsto authenticatefail. For high se-
curity requirementsit is possibleto allow only to certainIP

Figure5: Webformularfor transportjobs

addressesto accessthesystem.
If the web interfaceis to beusedin an intranetonly, the

encryptionsystemdescribedbelow canbeconfiguredfor two
sidedidentification,i.e. eachclient usesits own certificate
andall client certificatesareknown by the web server. In
this scheme,the effort of enteringusernameandpassword
canalsobe avoided, if eachcertificateis usedto uniquely
identify auser.

3.3 Privacy

Privacy is achieved by encryption. Sincea web-based
client-serversystemis realized,theSecureSocketLayerpro-
tocol (SSL) [?],[?] is usedfor the encryption.All datathat
requiresan authentificationis transmittedencryptedby the
client to the server. So transportjobs, order lists (Fig. 6),
deletionsof jobs,passwords,passwordmodificationsetc.are
protectedagainstreadingby unauthorizedpersons.TheSSL
protocolis particularlyuserfriendly, sincetheencryptionis
doneby the browserandweb server andis transparentfor
the user. The softwarein useis SSLeay(v. 0.9b)with the
appropriateApachepatch.Theserver usesself-createdcer-
tificates.Onserversideencryptionupto 128bits is possible,
if thebrowsersupportsthis. Otherwisethekeys havea min-
imumlengthof 40 bits.

3.4 Integrity of data

Integrity of data must be ensuredduring the transport
from theuser’s browserto theserver. I.e., thedatamustbe
receivedby theserverexactly like it wassentby thebrowser.
Manipulationsandlossof dataduring the transfermustbe
excludedor detected.

Transportjobs from the userto the server aresentwith
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Figure6: Joblists

the POSTmethodasparameterstrings. The server checks
the input lengthof theparameterstring. Theuser’s input is
syntacticallycheckedonapplicationlevelby theCGI scripts.
Thesyntacticcorrectnessof dateandtimeaswell asthestart
anddestinationaddressesareverified. They arecompared
to telephonelists androom plansof the building. A fuzzy
matcherfacilitatestheselectionof correctparametersfor the
user. Manipulateddatawith ahighprobabilityof syntactical
incorrectnessis rejectedon theapplicationlevel.

Both theparametersandthe lengthof theparametersare
encryptedduring transmission.This principally offers pro-
tection from unnoticedfalsificationof data. One receives
only absoluteprotectionfrom integrity lossif hashfunctions
anddigital signaturesare implemented.Both will be inte-
gratedinto thesystemin futureif necessary.

3.5 Systemadministration

Usually the whole systemsoperatesunattended.How-
ever, thesystemoffersspecialcontroloptionsfor anadmin-
istratorso that humaninteractionis possiblein emergency
situations.The aretwo differenttypesof emergency situa-
tions:

� Emergenciesdetectedby systemself tests.

Eachrobotsendsa heartbeat,i.e. a positionchangein-
formationwhile it is moving andsomeothersignal if
it is standing,e.g. while charging its battery. If the
heartbeatstopsandtherobotis unreachable,theadmin-
istratorwill be alertedimmediately. If the unavailable
robot currentlywasexecutingsometask,the adminis-
tratorcanschedulethis taskfor anotherrobot.An addi-
tional taskmight benecessaryfor finding thedefective
robotandunloadingwhatit wascarrying.

� Emergenciesdetectedby humanadministrators.

Figure7: 2D-robotpositiontracker

Figure 8: 3D view of the robot while driving throughthe
building.

Java appletsanda VRML browserwith EAI interface
(e.g.cosmoplayer)visualizethebehavior of therobots
two- andthree-dimensionallyandincreasetherebythe
userfriendlinessof thesystem(Fig. 7, 8). An adminis-
tratorcanchecktheseandthelivecamerapicturesto de-
tect,whethera robotreachesacritical area,e.g.anarea
crowdedby personsor anareaof constructionwork.

Theadministratorcanswitchto guidedmodeandissue
navigation commands(Fig 9). The commandswill be
sendby radioto therobot. If therobotdoesnot react,a
personhasto walk to therobotandperformactions,e.g.
reboottherobotoperatingsystem.Mechanicalfailures
of therobotmovementsystemarerareandrepairedby
themanufacturerof therobot.
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Figure9: Emergency navigationcontrol

4 Conclusion

A managementsystem(ROBODIS)for thedispatchingof
multipleservicerobotsis ademandingdevelopmentgoal.To
simplify systemdesignall componentsof thesystemoperate
autonomously(not teleoperated)andcommunicatethrough
Ethernet.Moderntechnologieslike HTML, Java, SSLease
the constructionof a sophisticateduserinterfacewhich en-
ablescompany-wideuseof therobotdispatchingsystem.

Additional robotscanbe easilypluggedinto the system
dueto thesoundnessof theautonomousapproach.As future
work it would be desirableto automatizethe systemexten-
sion,i.e. if thesystemdetectstheheartbeatof a new robotit
will automaticallysupplynew jobs to it, createnew HTML
observation pagesandso on. Also, outdoordriving of the
robotis underconstruction.
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