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Abstract

A web-basedlispatchingsystemfor autonomousnobile
servicerobotsis presented. The systemis composedof
anextensiblenumberof physicalandsoftwarecomponents.
They representaind control objectslik e robots,doors,cam-
erasandelevatorsor softwarecomponentsik e a job sched-
uler anda databasenanagerComponentgommunicatevia
radio link and Ethernet. Autonomouslyoperatingcompo-
nentsandadditionalsecurityfeaturesresultin anadaptable,
highly available,multi user/multiservicesystem.n contrast
to otherweb-basedystemghe mobile robotsactreally au-
tonomouslyandarenotteleoperatedby users.

1 Intr oduction

RoboDisis the first web-basedlispatchingsystemfor
multiple autonomouservicerobotsexecutingtransporfobs.
Sincel.Engelbeger1993presentedhefirst commerciaker
vice robot HelpMate[?], suchrobotsgainedincreasingin-
terest. Meanwhilethereis a numberof differentrobot plat-
forms available. The transportjobs for theseplatformsare
eitherentereddirectly at the robot via a small keyboardor
touchscreeror they arefirmly pre-programmedwith such
an approacha flexible and universalaccesgo the robotsis
notpossible.

Somesystemffer awebinterfaceto theuserlike[?], to
teleoperat¢herobots.While thisis abig improvemenin the
userinterface thesesystemaverenotdesignedo extensibly
integratea large numberof really autonomousobotswhich
arenotteleoperatedTo constructa flexible andglobaltrans-
portservicewith robots,therobotshaveto beintegratedasa
moduleinto anentiremanagemengystemfor buildings.

The managemensystemfor buildings is composedof
severaldifferentcomponentsThesearecorridors fire doors,
elevators, robotsand obsenation camerasj.e. all sensors
andactuatorghatareavailablein the building aswell asthe
differentusers.Both, sensor&indactuatorsaandall usersare
connectedsia intranet/internet Parts of the network arere-
alized asradio links, e. g. radio Ethernet. A web inter-
faceallow usersto entertransporfobswhich arestoredin a
database.

Themaincharacteristicef RoboDisare:
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e Autonomouslyoperatingcomponentscomponentsle-
cide on their own, i.e. the control logic for decision
makingis implementedocally onthe component.

¢ Decentralsystemorganisation:functionality and con-
trol is distributedamongcomponents.

e Web-basediserinterface: servicerequestsanbe en-
teredatary placeandtime wherewebaccesss offered.

A centralizedstructureof non-autonomousnitsis inad-
equatefor an adaptablesystembecausehe compleity of a
building with its mary differentitemsleadsto a comple-
ity of the total systemthatis not desirable. A centralcon-
trol componentwould easily becomea bottle neck for the
informationflow in thewhole system.It would alsobe diffi-
cultto extendsuchasystenmby plugging-innew components.
Thereforethe autonomouspproacthasbeenselected.

The dispatchingsystemfor multiple autonomouservice
robotsintroducedhereis client-sener based.Transporjobs
for the servicerobotscan be enteredby meansof a stan-
dard WWW client suchas NetscapeNavigator or Internet
Explorer In our systemmore pretentiousequirementsare
madefor the term service,i.e. the total systemmust be
highly available,userfriendly, safeandtransparentTrans-
pareny meansa simpleview of the systemis givento the
user: a specificlist of transportjobs is definedby the user
and executedin time. Systemcompleity, e.g. specifying
which robotandhow arobotexecutesajob, is hiddenfrom
theuser !

In orderto implementsucha universaldispatchingsys-
tem, two problemshave to be solved. The vehiclerouting
problem,i.e. thedifferenttransporfjobsshouldbe optimally
distributed amongthe differentrobotsin real-timeandthe
reliability of the system. Among reliability the following
serviceandsafetyaspectaresummarized:

e High availability of the system:The systemshouldbe
atdisposal4 hoursadayto all users.

1The dispatching system can be tested under URL http://lamu.-
gmd.de:8080/.Unragisteredusersmay entertransportjobs using the ac-
countguestwith passwrd guest. However theseare not executedby the
robots. Sinceorginal sener gingdaowas stolenon 10.06.1999%omeser
vicesarerestricted.Sinceall loging informationsarelosttoo, theonly thing
we cansayis thatthe uptimeof thewebsener was5 monthwith oneshort
rebootto integratednew hardware.




Authentificationof theusers:Theuserwho chagesthe
systemwith a transportjob, mustbe uniquelyidentifi-
able.180computersn our officesareconnectedo the
system.

Privagy: Encryptionof the transportjobs. Usersmay
acces®nly thejobschagedby themseles.

Integrity of the transportjobs: The web sener hasto
receve thejobsexactly asthey weresentby theuser

Systemadministration:a large systemwith numerous
robotsmustsupporttreatmenif unforeseersituations
andovercomingsystemerrors.

This paperintroducesthe systemand describeshe as-
pectsof reliability. The vehicle routing problemwill be
treatedin anothemaper Section2 givesan overview of the
physicalcomponent®f the system. Section3 presentsas-
pectsof theimplementatiorto achiese theabove goals.Sec-
tion 4 summarizeshe advancef the system.

2 Systemelements

Fig. 1 illustratesphysical and software componentsof
the system. The missionsener fetchesunfinishedjobs and
schedulegshemfor executionby somerobot dependingon
the availability, the positionof the robot and on the execu-
tion time window of the job definedby the user The radio
sener connectghe othersystemcomponentshroughradio
links, e.g. it transmitsjobs to the robots,informs the mis-
sion sener aboutrobot positionsand notifiesthe door and
elevator sener aboutthe stateof eachdoor andelevator re-
spectvely. Thedoorsener storesthe stateof eachdoorand
decideswhento changeit, i.e. whento open/closedoors.
The elevator sener similarly operategor the elevators,e.g.
whenarobotrequestanelevator, thesenerdecidesvhether
thisis in conflict with humantransportatiomequirement®f
theelevatorandeventuallysenestherobot.

While eachrobot forms a control unit of its own, other
control unitslike the elevator sener supportmorethanone
physicalcomponent. This reducescomplexity by reducing
thenumberof systemcomponentsln a systemwith alarger
numberof physicalcomponentsseveralsenerinstancegan
run parallelly, e.g. oneelevator sener for eachbuilding. A
clusterstructurecanbe usedfor the parallelsenersto keep
communicatiorrequirementsow.

2.1 Areaof operation

The ARIADNE robot dispatchingsystemconsistsof in-
dependentlyoperatingindoor servicerobots. Each robot
movesalongplainfloors, carryingitemsor executingobser
vationorders.An exampleoperationahreafor thedispatch-
ing systemis a customerservicesystemin a hotel. Cus-
tomersenter delivery ordersthroughin-room PC/TV sets
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while the servicerobotscollect the desireditems. Another
exampleis a patientcaresystemin a hospitalwhererobots
deliver documentgo physicians,medicineand food to pa-
tients or guide patientsfrom one stationto another Other
areasaremail delivery, plantnursery building surweillance,
nuclearpower plantsetc.

Of course,some of thesesystemscould also be built
with fixedtransportatioriracksbut a systemof autonomous
robotsis muchmoreflexible an canbe adaptedo different
buildings, camgo sizesandotherchangesn the ervironment.

2.2 Sewicerobotteam- ARIADNE

EachARIADNE servicerobotis capableof unguidedcol-
lision free navigation and exploration of unknavn building
structuresat a singlelevel. In known areasthe robotscan
usedoorsandelevatorsby radiocontrolandmove at several
levels. Therobotdetermines doorpositionfrom amap,ap-
proacheshe doorandsendsan open-dooicommand When
therobotdetectgheopeningby its lasersensorit passeshe
door.

Besidesnhavigating autonomously?] the robotscanalso
navigate along a marked optical line. The optical line is
mainly usedfor high precisionmaneuerslike dockingatthe
automaticbatterychageror passingthrougha very narrav
door. Thesystencanswitchautomaticallyfrom autonomous
to guidednavigation.

The ARIADNE team consistsof three mobile robots
(Fig. 2): OdysseusMarvin, and Thor. Eachis about80 cm
x 60 cm large and 90 cm high. The mobile platform can
carry a payloadof 200 kg at speedof up to 0.8 m/s (about
half the speedof a pedestrian). The right and left driving
wheelsare mountedon a suspensioron the centerline of
the mobile platform. Passve castorson eachcornerof the
chassigensurestability.

The coreof every robotis a PentiumPC 166 MHz with



Figure 2: The ARIADNE-team: OdysseusMarvin, and
Thor executingserviceorders.Eachrobotis equippedwith
four drawers,two on eachside

Figure3: Batteryrefill station

16 MB RAM running underreal-timeLinux. Two micro-
controllersare used. One controlsthe internal states,dis-
play, keyboard,andradio link of the robot. The otherone
manageshemotorsandthe opticalline-tracking.Eachplat-
form is riggedwith two laserscannerspneon the front and
the otheron the rearof the robot. Eachlaserscansl8C of
the ervironmentin front of it every 80 ms. The processing
time for a completescanof 361 distancevaluesis 170 ms
yielding 6 scangersecond ?].

Eachof the250kg robotscanoperatedor about8 hourson
onebatterychage. Whenthe powerdrains,therobotvisits a
power station,connectstself to it andrechageshis batteries
(Fig. 3). Themissionsenerwill beinformedaboutthetime
periodfor which the robotis unavailableandanothemrobot
takesover.
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2.3 The building

The robotscurrently move in the GMD-ROBOBENCH,
an H-shapedbuilding of about800 m?. The building is
departedinto 84 office roomsand 15 corridorson 3 lev-
elsreachablaghroughelevators. All elevatorsand 17 doors
canbeautomaticallycontrolledby every robot. Office room
doorscanbeopenedy humansnly. Webcamera®nsome
floorsallow live obsenationof robotactions.

A floor plan of the building is shovn in the internet. It
wascopiedfrom the constructiorplansof the building. Dur-
ing execution,the robotsneedto have a map of the build-
ing togethemwith someadditionaldatabasénformatione.g.
telephondists which is linked to the map. The mapis rep-
resentedasa topologicalmapin a graphlik e structurewith
additionalgeometridnformations.During initialization, the
robot can constructa floor plan by travelling througheach
floor andtrackingcoordinatesThelink to thetelephondist
andthe codesfor openingdoorsandselectingelevatorshave
to be given by anexpert. In the future, a camera-equipped
robotwill readthe signonadoorusingOCRwhenreaching
anoffice. This enablegherobotsto build a databas®f of-
ficeswith coordinatesandnamesof the personsvorking in
the officesby themseles.

3 Sewiceandreliability aspects

Each systemunit operatesautonomously Thereis no
centralcomponentof control. Eachunit collectsthe nec-
essaryinformationto do its job on its own. For example,
a robotrequestsan orderfrom the vehiclerouting program
(Fig. 4). The schedulerconsiderghe robotpositionandthe
list of transportjobs and sendsthe mostappropriatgob to
therobot. The robotis responsibldor all detailsof job ex-
ecutionand at the end notifiesthe scheduleithat the job is
eithercompletecor failed.

3.1 High availability

A user enterstransportjobs through a web interface
(Fig. 5). Among other things, redundang provides high
availability. SeveralPCscanbe usedasa hardwareplatform
for theweb sener. Here,standardPCswith the Linux op-
eratingsystem(v. 2.0.35)andApachewebsener (v. 1.3.4)
have beenselected.

Linux providesafastandreliabledisk systemby support-
ing softwareRAID [?]. RAID level 5 allows the systemto
continuean operationevenif oneof its harddisk fails. The
databasensureghe integrity of the transportjobs with its
atomictransactionseachjob is eitherstoredcompletelyor
not at all. Evenin caseof a failure thereis no in-between
statewith corrupteddata.

TheApacheseneraswell asthestateles$iTTP-protocol
increaseaheavailability becausénquiriesareforkedto inde-
pendenthild processedf oneof thesechild processedies,
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thetotal systemis notendangeredA furtheraspecfor high
availability is theinformationthroughputwhich amountaip
to 1000inquiriesper minutefor the currentimplementation.
The Apachesener is world-wide the mostfrequentlyused
web sener. In particularthe sourcecodeis available and
thereforeits bugsarewell-known anddocumented.
Softwarecomponentsf thebuilding managemergystem
areimplementedas CGlI scripts[?], [?]. This additionally
increaseghe service. Soon the onehand,data(jobs, robot
positions,statesof doorsand elevatorsetc.) canbe stored
in andqueriedfrom a database Detaileddelugging proto-
cols canbe createdfrom the databaséf necessaryOn the
otherhanda modularsystemis achieszed, which canbe ex-
tendedde-centrally Furthercomponentsreeasilyaddedy
implementingnew CGl scripts(add-ons).

3.2 Authentification of the user

Usernamendpassverd arerequiredfor authentification
to the system. A user who placesa transportjob, mustbe
identifiabledefinitely by the system.Informationaboutthe
stateof the transportjob is accessibleonly for the system
administratorandfor the userwho placedthe job. The user
is responsibldor the correctnessf thejob.

Thewebsenerrequestsisernamandpassverd from the
client’s browser The nameis storedin the databasén con-
junctionwith thejob andis checledfor every furtheraccess
to thedatabase.

Passvords are stored encryptedin the usual passverd
files. Passvordshave to be selecteccarefully, sincethey are
crucial for security Therefore whenthe administratorcre-
atesa passvwordsor a userchangest, the systemprescribes
aminimumlengthandforbidswordsfrom a dictionary Fur-
thermorghesystemadministratois informedautomatically
if morethanfive attemptsto authenticatdail. For high se-
curity requirementst is possibleto allow only to certainlP
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Figure5: Webformularfor transporfjobs

addresseto accesghe system.

If the webinterfaceis to be usedin anintranetonly, the
encryptionsystendescribedelov canbeconfiguredor two
sidedidentification,i.e. eachclient usesits own certificate
andall client certificatesare known by the web sener. In
this schemethe effort of enteringusernameand passverd
canalsobe avoided, if eachcertificateis usedto uniquely
identify auser

3.3 Privacy

Privacy is achieved by encryption. Since a web-based
client-serersystemisrealized theSecureSocletLayerpro-
tocol (SSL)[?],[?] is usedfor the encryption. All datathat
requiresan authentificationis transmittedencryptedby the
client to the sener. So transportjobs, order lists (Fig. 6),
deletionof jobs,passverds,passverd modificationsetc. are
protectecagainsteadingby unauthorizegersonsThe SSL
protocolis particularlyuserfriendly, sincethe encryptionis
doneby the browserandweb sener andis transparenfor
theuser The softwarein useis SSLeay(v. 0.9b)with the
appropriateApachepatch. The sener usesself-createder
tificates.Onsenersideencryptionupto 128bitsis possible,
if the browsersupportghis. Otherwisethe keys have a min-
imum lengthof 40 bits.

3.4 Integrity of data

Integrity of data must be ensuredduring the transport
from the users browserto the sener. |.e., the datamustbe
recevedby thesenerexactlylikeit wassentby thebrowset
Manipulationsandloss of dataduring the transfermustbe
excludedor detected.

Transportjobs from the userto the sener are sentwith
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the POSTmethodas parametesstrings. The sener checks
the input lengthof the parametestring. The users inputis
syntacticallychecledonapplicationlevel by the CGl scripts.
Thesyntacticcorrectnessf dateandtime aswell asthestart
and destinationaddressesare verified. They are compared
to telephondists androom plansof the building. A fuzzy
matcherfacilitatesthe selectiorof correctparameterfor the
user Manipulateddatawith a high probability of syntactical
incorrectnesss rejectedon theapplicationlevel.

Both the parametersindthe lengthof the parametersire
encryptedduring transmission.This principally offers pro-
tection from unnoticedfalsification of data. One receves
only absoluteprotectionfrom integrity lossif hashfunctions
anddigital signaturesare implemented. Both will be inte-
gratedinto the systemin futureif necessary

3.5 Systemadministration

Usually the whole systemsoperatesunattended. How-
ever, the systemoffers specialcontrol optionsfor anadmin-
istrator so that humaninteractionis possiblein emegeng
situations. The are two differenttypesof emegeng situa-
tions:

o Emegenciedetectedy systemselftests.

Eachrobotsendsa heartbeati.e. a positionchangen-

formationwhile it is moving and someother signal if

it is standing,e.g. while chaging its battery If the
heartbeastopsandtherobotis unreachableheadmin-
istratorwill be alertedimmediately If the unavailable
robot currently was executingsometask, the adminis-
tratorcanscheduléghis taskfor anotherobot. An addi-
tional taskmight be necessaryor finding the defective
robotandunloadingwhatit wascarrying.

e Emegenciegdetectedy humanadministrators.
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Figure 8: 3D view of the robot while driving throughthe
building.

Java appletsanda VRML browserwith EAI interface
(e.g.cosmoplayer)visualizethe behavior of therobots
two- andthree-dimensionallyandincreaseherebythe
userfriendlinessof the system(Fig. 7, 8). An adminis-
tratorcanchecktheseandthelive cameraicturesto de-
tect,whetherarobotreaches critical areae.g.anarea
crowdedby personr anareaof constructionwork.

Theadministratoicanswitchto guidedmodeandissue
navigation commandgFig 9). The commandswill be
sendby radioto therobot. If therobotdoesnotreact,a
persorhasto walk to therobotandperformactionse.g.
rebootthe robotoperatingsystem.Mechanicafailures
of therobotmovementsystemarerareandrepairedby
themanufcturerof therobot.
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4 Conclusion

A managemergystem(ROBODIS)for thedispatchingpf
multiple servicerobotsis ademandinglevelopmengoal. To
simplify systendesignall componentsf thesystemoperate
autonomouslynot teleoperatedand communicatehrough
Ethernet.Moderntechnologiedike HTML, Java, SSL ease
the constructionof a sophisticatediserinterfacewhich en-
ablescompaly-wide useof therobotdispatchingsystem.

Additional robotscanbe easily pluggedinto the system
dueto thesoundnessf theautonomougpproachAs future
work it would be desirableto automatizethe systemexten-
sion,i.e. if the systemdetectghe heartbeabf a new robotit
will automaticallysupplynew jobsto it, createnew HTML
obsenation pagesand so on. Also, outdoordriving of the
robotis underconstruction.
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